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Introduction 

This guide provides best practices for using virtual Port Channels (vPCs) on Cisco Nexus® 7000 Series Switches. 

Use this document in conjunction with the complete Cisco Nexus 7000 Series documentation, which you will find 

at: http://www.cisco.com/en/US/products/ps9402/tsd_products_support_series_home.html. 

vPC user guide is located at the following link (CCO): 

http://www.cisco.com/en/US/docs/switches/datacenter/sw/6_x/nx-os/interfaces/configuration/guide/if_vPC.html. 

(vPC user guide is contained within NX-OS interface configuration guide). 

The best practices in this document follow a consistent pattern that makes the information in each section easy to 

find. Best practices for vPCs are organized in the following ways: 

�” vPC description and Terminology 

�” vPC deployment scenario 

�” Best Practices for Building a vPC Domain 

�” Best Practices for vPC Components Configuration 

�” Best practices for vPC in mixed chassis mode (M1/F1 ports in same system or VDC) 

�” Best practices for attaching a device to vPC domain 

�” Best practices for Data Center Interconnect and Encryption 

�” Best Practices for Spanning Tree Protocol Interoperability 

�” Best practices for UDLD interoperability 

�” Best practices for Layer 3 and vPC 

�” Best practices for HSRP/VRRP and vPC 

�” Best practices for Network Services and vPC 

�” Best practices for Multicast and vPC 

�” Best practices for FEX and vPC 

�” Best practices for VDC and vPC 

This document also covers ISSU operations related to vPC and give details about latest vPC enhancements 

(object-tracking, peer-gateway, peer-switch, reload restore, delay restore, graceful type-1 check, auto-recovery, 

orphan ports suspend, host vPC). 

vPC scalability numbers are published at the following link (CCO): 

http://www.cisco.com/en/US/docs/switches/datacenter/sw/verified_scalability/b_Cisco_Nexus_7000_Series_NX-

OS_Verified_Scalability_Guide.html#reference_32EB4DB289634F6FA8885FDFD8E71F5F. 

Take into consideration these scale numbers to design properly a network based on vPC technology. 

Note:   This document does not cover the following topics: 

�” vPC+ (vPC used in the context of FabricPath) 

�” vPC failure scenario 

http://www.cisco.com/en/US/products/ps9402/tsd_products_support_series_home.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/6_x/nx-os/interfaces/configuration/guide/if_vPC.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/verified_scalability/b_Cisco_Nexus_7000_Series_NX-OS_Verified_Scalability_Guide.html#reference_32EB4DB289634F6FA8885FDFD8E71F5F
http://www.cisco.com/en/US/docs/switches/datacenter/sw/verified_scalability/b_Cisco_Nexus_7000_Series_NX-OS_Verified_Scalability_Guide.html#reference_32EB4DB289634F6FA8885FDFD8E71F5F
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vPC Description and Terminology 
Benefits of vPC  

vPC is a virtualization technology that presents both Cisco Nexus 7000 Series paired devices as a unique Layer 2 

logical node to access layer devices or endpoints. vPC belongs to Multichassis EtherChannel [MCEC] family of 

technology. 

A virtual port channel (vPC) allows links that are physically connected to two different Cisco Nexus 7000 Series 

devices to appear as a single port channel to a third device. The third device can be a switch, server, or any other 

networking device that supports link aggregation technology. 

vPC provides the following technical benefits: 

�” Eliminates Spanning Tree Protocol (STP) blocked ports 

�” Uses all available uplink bandwidth 

�” Allows dual-homed servers to operate in active-active mode 

�” Provides fast convergence upon link or device failure 

�” Offers dual active/active default gateways for servers 

vPC also leverages native split horizon/loop management provided by port-channeling technology: a packet 

entering a port-channel cannot immediately exit that same port-channel. 

By using vPC, users get the immediate operational and architectural advantages: 

�” Simplifies network design 

�” Build highly resilient and robust Layer 2 network 

�” Enables seamless virtual machine mobility and server high-availability clusters 

�” Scales available Layer 2 bandwidth, increasing bisectional bandwith 

�” Grows the size of the Layer 2 network 

Figure 1.   Creating a Single Logical Node through vPC (virtual Port Channel) Technology 

 

vPC leverages both hardware and software redundancy aspects: 

�” vPC uses all port-channel member links available so that in case an individual link fails, hashing algorithm 

will redirect all flows to the remaining links. 
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�” vPC domain is composed of two peer devices. Each peer device processes half of the traffic coming from 

the access layer. In case a peer device fails, the other peer device will absorb all the traffic with minimal 

convergence time impact. 

�” Each peer device in the vPC domain runs its own control plane, and both devices work independently. Any 

potential control plane issues stay local to the peer device and does not propagate or impact the other peer 

device. 

From a Spanning-Tree standpoint, vPC eliminates STP blocked ports and uses all available uplink bandwidth. 

Spanning-Tree is used as a fail safe mechanism and does not dictate L2 path for vPC-attached devices. 

Withing a vPC domain, user can connect access devices in multiple ways: vPC-attached connections leveraging 

active/active behavior with port-channel, active/standby connectivity using spanning-tree, single attachment without 

spanning-tree running on the access device. 

All these connectivity configurations are fully supported and will be detailed in the following document. 

NX-OS Version R equirement for vPC  

vPC technology is supported since NX-OS 4.1.3. (i.e since the inception of NEXUS 7000 platform). 

NX-OS appropriate version depends on line cards configuration (M1, F1 or F2), chassis type (7010, 7018 or 7009) 

and Fabric Module generation (FM generation 1 [46Gbps per module] or generation 2 [110Gbps per module]). 

Please refer to the following URL to check the recommended NX-OS version: 

http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-

os_releases.html. 

[Minimum Recommended Cisco NX-OS Releases for Cisco Nexus 7000 Series Switches]. 

NX-OS release notes for each code release can be found at this location: 

http://www.cisco.com/en/US/products/ps9402/prod_release_notes_list.html. 

NX-OS License R equirement for vPC  

vPC feature is included in the base NX-OS software license. 

Hot Standby Router Protocol (HSRP), Virtual Router Redundancy Protocol (VRRP), Link Aggregation Control 

Protocol (LACP) are also included in this base license. 

Layer 3 features like Open Shortest Path First (OSPF) protocol or Intermediate-System-to-Intermediate System 

(IS-IS) protocol require LAN_ENTERPRISE_SERVICES_PKG license. 

Virtual device contexts (VDCs) requires LAN_ADVANCED_SERVICES_PKG license. 

http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/en/US/docs/switches/datacenter/sw/nx-os/recommended_releases/recommended_nx-os_releases.html
http://www.cisco.com/en/US/products/ps9402/prod_release_notes_list.html
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Components of vPC  

Table 1 lists important terms you need to know to understand vPC technology. These terms are used throughout 

this guide. 

Table 1.  vPC Terms 

Term Meaning  

vPC The combined port-channel between the vPC peers and the downstream device. 

A vPC is a L2 port type: switchport mode trunk or switchport mode access 

vPC peer device  A vPC switch (one of a Cisco Nexus 7000 Series pair). 

vPC domain  Domain containing the 2 peer devices. 

Only 2 peer devices max can be part of same vPC domain. 

vPC member port  One of a set of ports (that is, port-channels) that form a vPC (or port-channel member of a vPC). 

vPC peer -link  Link used to synchronize the state between vPC peer devices. It must be a 10-Gigabit Ethernet link. 

vPC peer-link is a L2 trunk carrying vPC VLAN. 

vPC peer -keepalive link  The keepalive link between vPC peer devices; this link is used to monitor the liveness of the peer device. 

vPC VLAN  VLAN carried over the vPC peer-link and used to communicate via vPC with a third device. 

As soon as a VLAN is defined on vPC peer-link, it becomes a vPC VLAN 

non -vPC VLAN  A VLAN that is not  part of any vPC and not present on vPC peer-link. 

Orphan port  A port that belong to a single attached device. 

vPC VLAN is typically used on this port. 

Cisco Fabric Services (CFS) 
protocol  

Underlying protocol running on top of vPC peer-link providing reliable synchronization and consistency 
check mechanisms between the 2 peer devices. 

Figure 2 shows the different components of vPC and how they are related. 

Figure 2.   vPC Components 
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Best practices to build vPC peer-link and vPC peer-�N�H�H�S�D�O�L�Y�H���O�L�Q�N���Z�L�O�O���E�H���G�H�V�F�U�L�E�H�G���L�Q���W�K�H���V�H�F�W�L�R�Q���³�%�H�V�W���3�U�D�F�W�L�F�H�V��

�I�R�U���%�X�L�O�G�L�Q�J���D���Y�3�&���'�R�P�D�L�Q�´. 

Recommen�G�D�W�L�R�Q�V���W�R���F�R�Q�Q�H�F�W���D�Q���R�U�S�K�D�Q���S�R�U�W���W�R���Y�3�&���G�R�P�D�L�Q���Z�L�O�O���E�H���G�H�V�F�U�L�E�H�G���L�Q���W�K�H���V�H�F�W�L�R�Q���³���%�H�V�W���S�U�D�F�W�L�F�H�V���I�R�U��

�D�W�W�D�F�K�L�Q�J���D���G�H�Y�L�F�H���W�R���Y�3�&���G�R�P�D�L�Q�´�� 

vPC Data-Plane Loop Avoidance  

vPC performs loop avoidance at data-plane layer instead of control plane layer for Spanning Tree Protocol. 

All logics are implemented directly in hardware on vPC peer-link ports, avoiding any dependancy to CPU utilization. 

vPC peer devices always forward traffic locally when possible. vPC peer-link does not typically forward data 

packets and it is usually considered as a control plane extension in a steady state network (vPC peer-link used to 

synchronize information between the 2 peer devices as mac address, vPC member state information, IGMP). 

vPC loop avoidance rule states that traffic coming from vPC member port, then crossing vPC peer-link is NOT 

�D�O�O�R�Z�H�G���W�R���H�J�U�H�V�V���D�Q�\���Y�3�&���P�H�P�E�H�U���S�R�U�W�����K�R�Z�H�Y�H�U���L�W���F�D�Q���H�J�U�H�V�V���D�Q�\���R�W�K�H�U���W�\�S�H���R�I���S�R�U�W�����/�����S�R�U�W�����R�U�S�K�D�Q���S�R�U�W�����«���� 

The only exception to this rule occurs when vPC member port goes down. vPC peer devices exchange member 

port states and reprogram in hardware the vPC loop avoidance logic for that particular vPC. The peer-link is then 

used as backup path for optimal resiliency. This is depicted in the picture below: 

Figure 3.   vPC Loop Avoidance Rule Exception 

 

vPC Deployment Scenarios 

vPC is typically used at the access or aggregation layer of the data center. At access layer, it is used for 

active/active connectivity from network endpoint (server, switch, NAS storage device.) to vPC domain. At 

aggregation layer, it is used for both active/active connectivity from network endpoint to vPC domain and 

active/active default gateway for L2/L3 boundary. 

However, because vPC provides capabilites to build a loop free topology, it is also commonly used to interconnect 

two separate data centers together at layer 2, allowing extension of VLAN across the 2 sites. 


























































































































































































































